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1. (a). Describe the primary motivation for implementing a firewall within an organisational net-
work infrastructure.

[5 marks]

(b). Firewalls employ various techniques to regulate network access. Given that service control
is one such method, list down three (3) other distinct techniques used by firewalls for access
control.

[3 marks]

(c). Explain the mechanism by which firewalls implement access control using the service control
technique.

[5 marks]
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(d). Identify and briefly list four (4) distinct types of firewalls commonly employed in network
security.

[4 marks]

(e). Provide a detailed illustration, in the form of a diagram, outlining the DomainKeys Identi-
fied Mail (DKIM) signing and verification process. The diagram should clearly depict all
essential components involved in this email authentication mechanism and their interactions.

[8 marks]
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2. (a). Describe the characteristics of an ad hoc network and explain the primary security challenges
inherent in such network configurations.

[4 marks]

(b). Write down three (3) methods of securing wireless networks.

[6 marks]
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(c). Explain the inherent security risks associated with utilising untrusted network environments.

[6 marks]

(d). Maintaining compliance requires a well-defined, systematic approach that integrates both
processes and technology. Briefly describe two (02) essential components that should be
included in the approach to maintain compliance.

[5 marks]
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(e). List down four (4) components of a typical IT infrastructure.

[4 marks]

3. (a). Transport Layer Security (TLS) is a combination of protocols working together to secure
information communication.

1. What is the Phase III of Handshake Protocol in TLS?
[2 marks]

ii. Explain the main steps of the Phase III of TLS protocol.
[6 marks]




Index Number

(b). Describe the steps involved in a replay attack on an information system and explain two (2)
methods that you can use to prevent or reduce the possibility of such attacks.

[8 marks]

(c). Describe Federated Identity using an example.

[S marks]
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(d). A framework offers IT organizations a method for establishing an approach to managing IT
risks. COBITS is such a framework. Write the five COBITS principles.

[4 marks]

4. (a). Use a diagram to explain the flow of processing a packet in the network layer of IP Security
implementation.

[8 marks]
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(b). In IP Security, what is the purpose of Security Parameter Index (SPI)?

[3 marks]

(c). Describe the technique used by Kerberos protocol for distributing the session keys.

[8 marks]
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(d). List down and briefly describe four (04) deployment models of cloud computing.

[6 marks]
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